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Abstract: 
In this paper we construct a new class of nonlinear 
chaotic maps for secure cryptosystems. These maps can 
overcome the security holes brought by the “piecewise 
linearity” of the previous Piecewise Linear Chaotic Maps 
(PWLCM) due to a fact that the chaotic sequences generated 
by the derived iterative system based on the proposed maps 
are proved to have perfect dynamic properties, such as 
uniform invariant distribution, δ-like autocorrelation function 
etc. Furthermore, the relative quantized two-value sequences 
also have perfect secure statistical characteristics. In terms of 
computing speed, the proposed maps have faster speed than 
the recently proposed nonlinear “piecewise-square-root” maps 
(PSRM), and they actually have equivalently the same 
computing speed with the linear PWLCM. 
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1. Introduction 
Recently it is an attractive research trend to apply the 
chaos theory and techniques to cryptography, in which 
many new cryptosystems and algorithms have been 
proposed. At the same time many corresponding attack 
methods for the proposed systems are designed in order to 
test their security. In the developed cryptosystems, 
PWLCM is a popular one, which can be easily 
implemented while satisfying many excellent dynamical 
properties compared with Logistic maps [1]. For example, 
the invariant distribution of the signals generated by 
iterating Logistic maps is not a uniform function and there 
are many period windows to different parameters in them. 
Actually, PWLCM is a class of chaotic maps used in many 
cryptosystems [2-6]. However, cryptosystems based on 
these maps have potential security threat due to their 
“piecewise linearity” defects. Some of them have been 
attacked successfully by linear prediction or reconstruction. 
For example, Habutsu [7] suggested a cryptosystem based 
on iterating PWLCM, but immediately Biham [8] proposed 
a chosen cipher-text attack and a known plaintext attack to 
the cryptosystem. In order to address the security defect 
issue properly, four basic properties, which the chaotic 
two-value sequences in cryptosystems should satisfy, are 
proposed in [9] and they are as follows: a) have an enough 
long period; b) have δ-like autocorrelation function, zero 
cross correlation function, independent and identical 
binomial distribution; c) have an ideal linear complexity for 
fast computing speed; d) have nonlinear property, namely 
the maps should have no linear property in order to resist 
any possible linear prediction or reconstruction attack. 
Obviously, PWLCM don’t possess the last property above. 
In order to achieve these aims, a new class of nonlinear 
chaotic maps called “piecewise-square-root” maps is 
proposed in [10]. The proposed maps can conquer the 
security defects and satisfy the four properties above. 
However, one obvious deficiency is that their 
implementation needs square root floating-point operations 
and this is not in favor of fast computation for the 
encrypting and decrypting systems. So, it is only suitable to 
use these maps when the computational cost in 
implementing the system is not a significant factor as 
mentioned in [11]. Based on such observation, some 
efficient nonlinear maps are still required for some 
cryptosystems in order to reduce the computational cost. In 
this paper we will construct a new class of efficient 
piecewise nonlinear chaotic maps for efficiency purpose 
and their corresponding properties will be analyzed. The 
theoretic analysis and experimental testing show that these 
maps can achieve better results than those in [10]. 
2. The New piecewise Nonlinear Chaotic Maps and 
Their Properties 
The chaotic two-value sequences used in the 
cryptosystems can be generated by a real number analog 
chaotic sequences based on a discrete-time iterative system 
Authorized licensed use limited to: CURTIN UNIVERSITY OF TECHNOLOGY. Downloaded on February 25,2010 at 22:21:41 EST from IEEE Xplore.  Restrictions apply. 
Proceedings of  the Eighth International Conference on Machine Learning and Cybernetics, Baoding, 12-15 July 2009 
334 
xt+1=F(xt). If these two-value sequences are used as keys in 
secure cryptosystems, they should satisfy the four 
properties mentioned in previous section. The property a) 
can be satisfied via the method of perturbation [12, 13]; the 
property b) and c) can be satisfied by the chaotic maps and 
their quantizing function. The chaotic maps constructed in 
this paper can also satisfy the nonlinear property and have 
some perfect dynamical properties. For example, the 
probability density function (PDF) of the output signals 
derived from the maps is a uniform distribution, and their 
autocorrelation function is a δ-like function, etc. 
2.1  The New Chaotic Nonlinear Maps 
In order to achieve more secure and high efficiency 
cryptosystems, we propose the following new piecewise 
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constraint conditions. 
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2.2  The Properties for the Proposed Maps 
For the proposed maps in (1) we prove that they have 
the following properties. 
 
Theorem With the given nonlinear maps in (1), we have the 
following properties. 
(a) The iterative system xt+1=F(xt) (t≥0 and t∈Z) is 
chaotic; 
(b) The iterative output signals { } 1t tx
∞
=
 are ergodic on 
θ and their invariant distribution is a uniform distribution, 
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Next we prove part (a). 
a) When 2 2 i
i x p
n
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The positive value λ  indicates that the iterative 
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system is chaotic [14]. 
b) Since 
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If 2 1i ia p− < − , from the condition (2) we know 
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Then from [15] we know that the “iterative output 
signals { } 1t tx
∞
=
 are ergodic on θ and their exclusive PDF 
f(x) satisfy ( ) ( )rf x P f x°= ”. Here Pr is Frobenius-Perron 
operator defined as 
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2 1 2 1 2 2i i i ina c na c− −− = − , 2 1 2i ib b− = . 











< − . So when adding the two items, 
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Then we can derive that with condition (2), the PDF of 
the maps in (1) is 
f(x)=0.5, x∈θ, 
and it is the unique solution which satisfies ( ) ( )rf x P f x°= , 
so the property (b) is proved. 
c) Since { } 1t tx
∞
=
 is ergodic on θ and its invariant 
distribution is uniform distribution, we can rewrite their 
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When r=0,  
Fr(x)=x, ρF(x)=1; 
When r≥1 and r∈Z, Fr(x) is an even function, but x 
is an odd function. So 
ρF(x)=0; 
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F-r(x) is an even function, but x is an odd function, 
thenρF(x)=0. The property (c) is proved. 
In order to satisfy the application requirements in 
secure digital communication, we can quantize the above 
iterative signals into 0-1 two-value sequences according to 
the method in [10]. Then the two-value sequences 
quantized by irreversible transforms also have perfect 
security statistic characteristics theoretically, such as 
balanced 0-1 rate, δ-like autocorrelation function, zero 
cross correlation function of different sequences, 
independent and identical binomial distribution, ideal linear 
complexity and nonlinear complexity and so on. These 
discussions are similar to [10] and thus are omitted here. 
3. Analysis and Comparison with PWLCM and 
PSRM 
The chaotic sequences generated by these three chaotic 
maps (the proposed maps in this paper, PWLCM and 
PSRM) all have perfect chaotic dynamical properties, i.e., 
they all have the invariant uniform distribution, and their 
autocorrelation function is δ-like function. And also all 
the quantized two-value sequences have perfect security 
statistic characteristics. However, they also have significant 
differences. The PWLCM has very fast computing speed 
because of their simple linear forms, but the cryptosystems 
designed with the PWLCM have the security defects due to 
its “piecewise linearity”. The PSRM satisfy nonlinear 
property and can conquer the security defects, but the 
square root floating-point operations in these maps make 
the fast implementation impossible or difficult when 
encrypting and decrypting information [11]. The proposed 
piecewise nonlinear chaotic maps in this paper resolved this 
conflict, namely, they are “piecewise nonlinear”, which can 
overcome the security problem brought by “piecewise 
linearity”. Moreover, there are only four arithmetic 
operations in the implementation of these maps like the 
PWLCM. Table 1 shows the average operations of different 
operators in the three maps when calculating the sequences 
for one segment. So the proposed maps have similar 
operations as PWLCM and have no square root operation. 
The experiments in next section will show that they will be 
much faster than the PSRM and close to the speed of 
PWLCM. 
Table 1. The average calculating times of different operators in 
the three maps 
 + - * /  
PWLCM 0 3 1 1 0 
The new 
maps 
3 3 2 2 0 
PSRM 0 5 3 2 1 
4. Illustrative Examples 
4.1. Validation for the Properties of the Proposed 
Nonlinear Maps 
In this section we do some experiments to validate the 
important properties of the new chaotic maps proved in 
previous section. In the experiments for all the three maps, 
we let the map interval be [-1, 1] with n = 2. Also we set the 
same segmentation point value 
 
p = 0.28495469875412, 
 
with the same initial value 
 
x0 = 0.78392236547856. 
 
In the proposed maps and the PSRM, we set the 
parameter a1 = 0.56784569324568. Then Figure 1 shows 
the PDFs of the three generated sequences by iterating 107 
times and Figure 2 shows the autocorrelation functions of 
the three sequences by iterating 103 times, where the green 
line is for the PSRM, the red one is for the new maps and 
the blue one is for the PWLCM. One can see from these 
figures that the proposed nonlinear chaotic maps possess 
the perfect dynamical properties like PWLCM and PSRM. 
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Figure 1. The PDFs of sequences when iterating 107 times 
 
 
Figure 2. The sequences generated from autocorrelation 
functions when iterating 103 times 
To conquer the short period effect of the chaotic 
sequences when implementing the systems with finite 
precision, we can employ the method of perturbation by 
m-sequences and get the chaotic sequences whose periods 
are long enough as discussed in [12, 13]. Then we can 
generate two-value sequences quantized by irreversible 
transforms and apply them to cryptography. 
4.2. Validation for the Computing Performance 
The experiments in this section will validate the 
advantages of the new chaotic maps for computing 
performance. In the same software and hardware 
configuration environment, namely the CPU clock speed is 
1.5GHz, the memory size is 512MB with the software 
Matlab 7.1. We let all the map interval be [-1, 1], and set the 
same segmentation point value p with the same initial value 
x0. For the new maps, the PSRM and the PWLCM maps we 
set all the parameters as in section 3.1. Then we separately 
iterate 106, 5*106, 107, 5*107 times, calculate the CPU 
escaped time (the unit is second) for all the chaotic maps in 
the same condition, and then we get the experiments results 
in Table 2. Eq. (3) is the equation of the new map when n=2, 
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Table 2. The CPU escaped time of all the chaotic maps with 
the same condition (the unit is second) 
 106 5*106 107 5*107 
PWLCM 0.8281 4.0469 8.2813 43.2031
The new 
maps 
0.8594 4.2500 8.4375 45.1406
PSRM 12.0938 60.3125 120.6563 614.2031
We can see from Table 2 that the iterative calculation 
speed of the proposed maps is 13-15 times faster than the 
PSRM, and is similar to the PWLCM. Further one can 
notice that there is one more parameter a1 in the proposed 
maps than the PWLCM. This validates our conclusion the 
proposed maps have secure property due to nonlinearity but 
have similar computing performance with linear PWLCM 
maps. The main advantage for the proposed maps is that the 
square-root operation is avoided for reduction of 
computational cost. Observing the Figure 2 and table 2, we 
have the following remarks.  
Remarks: (i) From Figure 2, we can observe that the 
proposed chaotic maps will produce larger sparks when 
they generate the autocorrelation functions compared to the 
PWLCM and PSRM. This will provide more randomness 
for the sequences, leading to more secure cryptosystems.  
(ii) From Table 2, we notice that the proposed maps will run 
much faster than the PSRM, this is mainly due to a fact that 
the square root operation is not used in the proposed maps.  
5. Conclusions 
A new class of piecewise nonlinear chaotic maps is 
proposed in this paper which can conquer the security 
defects brought by the “piecewise linearity”. However they 
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can have nearly the same computing performance with the 
linear PWLCM and this has obvious advantages than the 
“piecewise-square-root” maps. So these new chaotic maps 
can be applied to the design of cryptosystems with high 
requirements in security and computing efficiency and they 
can replace PWLCM for security and the 
“piecewise-square-root” maps for efficiency. 
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